NudopmannonHas namMaTKa 1JI 00y4aIOIUXCS IS pa3MelleHusl Ha
opuIHATLHBIX HHTEPHET-pecypcax

C KaXIbIM TOJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTCS OOJIbIIE, A IIKOJIBHUKUA OJIHHU
U3 CaMbIX aKTHUBHBIX Ioib3oBarened PyHera. Mexay TeM, IOMHMO OIPOMHOIO
KOJINYECTBA BO3MOXKHOCTEW, MHTEPHET HEceT M MpoOieMbl. JTa MaMATKa JOJDKHA
OMOYb TeOe 0€30MaCHO HaXOAUTHCS B CETH.

KomneioTepHbie BUPYCHI
KomnbroTepHblit BUPYC - 3TO pa3HOBUAHOCTH KOMITBIOTEPHBIX IPOrpamm,

OTIMYUTENFHONH 0COOEHHOCTBIO KOTOPOH SIBJISETCS CIIOCOOHOCTD K Pa3MHOXKEHUI0. B
JOIMOJIHCHUEC K 3TOMY, BUPYChI MOT'YT ITOBPCAUTH WJIX ITOJHOCTBIO YHUYTOKUTH BCC
(aiinel U 1aHHBIE, TOJKOHTPOJIBHBIE MOJIB30BATENI0, OT IMEHU KOTOPOTo ObLIa
3alylleHa 3apakeHHas [IPorpaMMa, a TaKkKe MOBPEIUTh WIN JaK€ YHUUTOXKUTh
OIEPALIMOHHYIO CUCTEMY CO BCeMH (paillamu B 1ie10M. B GoJbIIMHCTBE ci1ydaeB
PacIpOCTPaHSIOTCS BUPYChI YepPEe3 UHTEPHET.

MeTop! 3a1UTEL OT BPEJOHOCHBIX POTrPaMM:
1. Mcnonp3yil coBpeMeHHbIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HbIN YPOBEHD

3alllUThl OT BPEJOHOCHBIX POTpamm;
2. IlocTosiHHO ycTaHaBIUBal a4ty (udpoBbIe 3aIUIaTKH, KOTOPhIE aBTOMAaTHYECKU
YCTaHABJIMBAIOTCS C LENBIO JOPAOOTKH MPOTPaMMBbI) U Ipyrue OOHOBJIICHHS CBOCH
olepalnroHHOM cucteMbl. CkauuBail X TOJIBKO ¢ OPULIMAIBHOTO caiiTa pa3padoTyuKa
OC. Ecnu cyuiecTByeT peKUM aBTOMAaTHUYECKOTO OOHOBIJIEHUS, BKJIIOYH €T0;
3.Paboraii Ha cBOeM KOMIIbIOTEpE 0/ MpaBaMU MOJIb30BaTENs, a HE aIMUHUCTPATOPA.
OTO He MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MHPOrpaMM HHCTAUIMPOBATbCS Ha
TBOEM IIEPCOHAIIBHOM KOMITBIOTEPE;

4. Ucnonb3yil aHTUBUPYCHBIE NMPOTrPaMMHBIE NMPOAYKThI U3BECTHBIX MPOU3BOIUTEIEH,
C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub (pU3NUECKHUI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIUIL;

6. Mcrionb3yii BHEIITHHE HOCUTENN HH(OpMAIIHH, TaKHE KakK (hIIemka, TUCK WK (aiiin
13 NHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHHKOB;

7. He oTkpbIBaii KOMIbIOTEPHBIE (pailiibl, MOTyUYECHHBIE U3 HEHA/IEKHBIX UCTOUHUKOB.
Haxe Te ¢aiuibl, KOoTOpble MpHUCIal TBOH 3HaKOMBIMA. Jlydine yTOYHH y Hero,
OTIIPABIISILIIN OH TeOe UX.

Ceru WI-FI

Wi-Fi - 510 He BHJI Miepeiadun JaHHBIX, HE TEXHOJIOTHS, @ BCEr0 JIUIIb OpeH I, MapKa.
Eme B 1991 rony Huaepnanackas kommnanus 3apeructpuponaia openg "WECA", aro
o0o3Hauaio cioBocoueranue "Wireless Fidelity", koTopslii mepeBouTCS Kak
"OecrpoBOIHAs TOUHOCTH".

Jlo Hamero BpeMeHH JAoIIa Ipyras abopeBuaTypa, KOTopas SBJISIETCS TaKOH ke
TexHosoruei. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHMe ObUIO JaHO C HAMEKOM Ha
CTaHJapT BBICIIEH 3ByKoBOM TexHUKH Hi-Fi, uTo B mepeBoae o3HadaeT "BhICOKas
TOYHOCTB'".

Ja, 6ecrutaTHBI MHTEPHET-IOCTYI B Kade, OTENSAX U adpOoIopTax SBISIETCS OTIIMIHON
BO3MOYKHOCTBIO BBIXO/Ia B MHTEPHET. HO MHOTHE 3KCIIEPTHI CYUTAIOT, YTO
obmenoctynubie Wi-Fi ceTu He sBsit0TCSI 0€30MaCHBIMH.



CoBeThlI 10 0€30MacHOCTH paboTHI B 001Ie0CTYIHBIX ceTssXx Wi-fi:

1. He nepenaBaii cBoro tuuHyr0 nHGOpManuio yepe3 oomenoctynasie Wi-Fi cetn.
Paboras B HHX, KenaTenpHO HE BBOJIUTH MAPOJM JOCTYIA, JIOTUHBI U KaKHE-TO
HOMEDA;

2 Vcnonb3yit 1 OOHOBIIAN aHTUBUPYCHBIE IPOTPaMMBI U Opanamayep. TeM camMbIM ThI
o0e3omacuib ceds 0T 3aKaYKH BHPYyCa Ha TBOE YCTPOUCTBO;

3. IIpu ucnonws3zoBanuu Wi-Fi otkimoun ¢pynkumo "OOmui qoctyn K daitiam u
npuntepam". JlanHas GyHKIUS 3aKpbITa [0 YMOJTYaHUIO, OJHAKO HEKOTOPhIE
M0JIb30BATEIH AKTUBUPYIOT €€ JUIsl yA00CTBa UCIIOIb30BaHUS B paboTe win yueoe;

4. He ucnionw3yit nyoauansiii WI-FI s nepenaun TuYHBIX JaHHBIX, HAPUMED IS
BBIX0/Ia B COI[MAIBHBIC CETU WUJTU B AJICKTPOHHYIO MOYTY;

5. Mcnonw3yii Tonbko 3amunieHHoe coequnenue yepes HTTPS, a ne HTTP, 1.e. npu
Habope BeO-aapeca BBoau nMeHHO "https://";

6. B MmoOmibHOM Tenedone otkimoun GyHkimo "Tonkiouenne k Wi-Fi
aBroMaruyecku'. He nomyckaii aBTOMaTH4€CKOro MOJKIJIFOUYEHUS YCTPOUCTBA K CETSAM
Wi-Fi 6e3 TBoero coriacusi.

CounajgpHbIe CETH

CouuanbHbIe CETH aKTUBHO BXOJIST B HAIIly )KM3Hb, MHOTHE JIFOJM PA0OTAIOT U KUBYT
TaM IIOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIILIHAP[ YEJIOBEK, YTO
SIBISETCS OJHOM CeAbMOM BCEX JKUTEICH InIaHeThl. MHOTHWE ITOJIB30BaTelIM HE
MOHUMAIOT, YTO MUH(OpMAILIKs, pa3MEeIIeHHAass UM B COIUATIbHBIX CETAX, MOXKET OBITH
HalileHa W MCIOJb30BaHA KEM YrOJHO, B TOM 4YHCIIe HE 00s3aTeNnbHO C OjaruMu
HaMEpPEHUSIMH.

OcHOBHBIE COBETHI 110 6€30MaCHOCTH B COIIMANIBHBIX CETSIX:

1.0rpanuub crucok apy3eil. Y Te0s B Ipy3bax HE TOKHO OBITh CITYy4aiHbBIX U
HE3HAKOMBIX JIFOJIEH;

2.3amuniai cBOO YacTHYIO *u3Hb. He ykaspiBail maponwu, TenedoHsl, aapeca, 1aTy
TBOETO POXKIEHHS U APYTYIO JTHYHYIO HHPOPMALIUIO. 37I0yMBIIUICHHUKHA MOTYT
UCTIOJIB30BAaTh J1aXke WH(POPMAIIHIO O TOM, KaK ThI M TBOM POJUTEIH IUIAHUPYETE
MPOBECTU KaHUKYIIBI;

3.3ammiai cBOK penyTaluio - Aep>KU €€ B YUCTOTE M 3aj1aBail cebe BOMpoc: XOTell
OBl ThI, YTOOBI APYrUe MOTB30BATENN BHIIEIH, YTO ThI 3arpyxaems? [logymaii, npexe
YeM YTO-TO OMYOJIMKOBATh, HANTUCATh U 3aTrPY3UTh;

4. Ecnu Tl TOBOPHUILB C JIFOJIBMU, KOTOPBIX HE 3HAEIIb, HE UCIOJIB3YH CBOE PEaIbHOE
UM U JIPYTYIO JIMYHYI0 WHQPOpPMAIWU: UMs, MECTO JKHTEIbCTBA, MECTO Yy4eObl U
npoyee;

5. WM36eraii pasmemenust ¢otorpaduit B HHTEepHeTe, Tme ThI H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIIPEJIEIUTH TBOE MECTOIOJIOKEHUE;

6. [Ipu peructpanuu B COIMAIBLHON CETH HEOOXOAWMO WCIOIH30BATH CIIOKHBIE
[apoJiv, COCTOsIIME U3 OYKB U UGP U C KOJIMYECTBOM 3HAKOB HE MeHee §;

7. JInst connanbHOM CETH, MOYTHI U IPYTUX CAUTOB HEOOXOIUMO HCIOIBL30BaTh Pa3HbIe
napoiu. Toraa eciau Te6s1 B3IOMAIOT, TO 3JI0YMBIIIJIEHHUKY TOTy4YaT JOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE cpa3y.

DJIeKTPOHHBIE I€HbI'U

DNEKTPOHHBIE IEHBIH - 3TO OYEHb YAOOHBIN CIOCO0 MiaTekel, OJJHAKO CYIIECTBYIOT
MOIIICHHUKH, KOTOPBIC XOTAT MOJYYUTh 9TU ACHBI'U.



DIIEKTPOHHBIE IEHBI'H MOSIBUINCH COBCEM HEJABHO M KIMEHHO HM3-3a 3TOr0 BO MHOTHX
roCcyapcTBax JO CUX IOP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHn (yHKIMOHUPYIOT M O HUX YK€ MPOMHCAHO B 3aKOHE, TJe UX
pa3essaoT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, 4TO
AQHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MpoOBOAUTH orepanuu 0e3
UICHTU(HUKAIIMY TI0JIH30BATEINS, @ B HCAHOHUMHBIX WACHTU(DHUKAIHS MTOJIB30BATEIS
ABJIsieTCA 0053aTENIbHOM.

Taxoke cnenyer pa3nuyarh JEKTPOHHbIE (PHATHBIE AEHBIH (PaBHBI TOCYapCTBEHHBIM
BAIIOTaM) M JJEKTPOHHblE He(pUaTHbIE JEHbIW (HE paBHBl T'OCYJapCTBEHHBIM
BaJIIOTaM).

OcHOBHBIE COBETHI TI0 O€30MACHOM paboTe € NEKTPOHHBIMH JCHbIaMH:

1. TTpuBsHkH K cueTy MOOMIIbHBIN TeneoH. DTO caMblil y100HBINH U OBICTPHII CIIOCO0
BOCCTAHOBUTH JOCTYN K cueTy. [IpuBsi3aHHBIN TeneOoH MOMOXET, eciau 3a0yAelb
CBOM IUIaTEKHBIN MTApPOJIb WU 3alIeIIb HA CAlT C HE3HAKOMOI'O YCTPOMCTBA;

2. Vcnionb3yit onHopazoBsle napoiu. [locie nepexosa Ha yCHIIEHHYIO aBTOPH3ALHIO
Tebe yxe He Oy/eT yrpokaTh OIACHOCTb KPa)ky WJIM IepexBaTa IJIaTeXHOTo Maposis;
3. BeiGepu cnoxxHbli napois. [IpectynHukamM OyneT He IPOCTO yrajgaTh CIOXKHBIHI
naposib. HajexxHble maposu - 3To naposu, KOTOpbIe COIEpKaT HE MEHEE § 3HAKOB U
BKITIOYAIOT B ce0s1 CTPOYHBIE M TPONKMCHBIE OYKBBI, HU(PHI K HECKOIBKO CHMBOJIOB,
TaKWe KaK 3HaK Jlojuiapa, GyHTa, BOCKIMLATEIbHbIN 3HaK u T.11. Hanpumep, $tROng!;;
4. He BBOIM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE J10BEPSICILb.

DJIEeKTpOHHAS 110YTa

DJEKTPOHHAs 1104Ta - 3TO TEXHOJIOTUS U NPEAOCTaBIISIEMbIE €10 YCIYIH 10 MEPECHIIKE
U MOJIYYEHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPBIE paclpeesioTcs B KOMIIbIOTEPHOM
ceTd. OOBIYHO AJIEKTPOHHBIN MOYTOBBIHN SIIUK BRIIIIUT CIEAYIOIIMM 00pa3oM:
UMs_TIOJb30BaTeNni(@umMs_JoMeHa. Takke Kpome Tmepeladd IpPOCTOr0 TEKCTa,
MMEETCsl BO3MOXHOCTh NepeaBaTh (aibl.

OCHOBHBIE COBETHI 110 6€30MaCHOM paboTe C IIEKTPOHHOM MTOUYTOM:

1 .Hapo BbIOpaTh NpaBWIBHBIA MOYTOBBIM cepBHC. B mHTepHETEe €CThb OrpOMHBIM
BbIOOp OECIIIaTHBIX IMOYTOBBIX CEPBUCOB, OJHAKO Jy4YIlle JOBEPSATh TEM, KOTO 3HAelllb
Y KTO IIEPBBIN B PEUTHHIE;

2. He yka3pIBaii B IMYHOH noute JTu4Hy0 HHopMmanuio. Hanpumep, nyurie BEIOpaTh
"My3bIKasbHbIN _(paHat@" win "pok2013" Bmecto "temal3";

3. Hcmonp3yii MBYXATAlHYIO aBTOPHU3AIMI0. DTO KOTJIa IOMHUMO TapoJisi HYXHO
BBOJIMTH KOJI, TPUCHIIAEMbIN 110 SMSS;

4. Bo1bepu clioxkHbIN naposib. J{Jis KaXa0ro MOYTOBOIO ALUIMKA JOKEH OBITh CBOM
HAJEKHBIH, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOKHOCTB HAalucaTh CAaMOMY CBOM JIMUHBINA BOIIPOC, UCIIOIB3YH ATY
BO3MOKHOCTB;

6. Mcronb3yil HECKOJIBKO MOYTOBBIX ALIIMKOB. I1epBbIii A1 YaCTHOM MEePEenucKy ¢
ajgpecaraMM, KOTOPBIM Tbl JOBEps€lIb. OJTO OJJEKTPOHHBIA aJpec HE HaJo
MCIOJIb30BATh IIPU PETUCTPALIUU Ha OpyMax U caifTax;

7. He oTkpbIBaii (paiinel 1 Apyrue BIOKEHHS B MHUCbMaX, 1aXe €CJIM OHU MPULIUIA OT
TBOUX JApy3ei. JIyurie yrouHu y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (Haiiibl;

8 .Ilociie okoHYaHUsT paOOTHI Ha MTOYTOBOM CEPBHCE TIEPET 3aKPHITHEM BKIIAJIKH C
caiitoM He 3a0yab HakaTh Ha "BeriiT".



KunOepOyIuHT WKW BUPTYAIBHOE U3JIEBATEILCTBO

KubepOymiuHr - mpecieoBaHie COOOMICHUSIME, COISPKAIIIMI OCKOPOICHMS,
arpeccuio, 3ayruBaHue; XyJIUTaHCTBO; COIIMAIbHOE OOMKOTHUPOBAHKE C TOMOIIIBIO
pa3IMYHBIX UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 OOPKOE C KHOEPOYILTUHTOM:

1. He Opocatics B 60ii. JIydmmuii crioco0: mocoBETOBATHCSA KaK ce0s1 BECTU U, €CITH HET
TOTO0, K KOMY MOXHO OOpaTUThCS, TO BHa4yalle YCIOKOWUThCS. Eciam Thl HauyHeNIb
OTBEYaTh OCKOPOJCHHSIMH Ha OCKOPOJICHUS, TO TOJIBKO eIle OOJbIlIe Pa30XIKeIlhb
KOH(JIUKT;

2.Y1paBiisiii CBOCH KuOeppermyTameii;

3. AHOHUMHOCTb B ceTh MHUMas. CyIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 3a
AHOHHMHBIM aKKayHTOM;

4. He crout BeCTH XYJIHUTAaHCKHI 00pa3 BHPTYAIbHOW >ku3HU. VHTEpHET PuKCHpyeT
BCE TBOM JICHCTBUS U COXPAHSET MX. Y JAIUTh UX OyJeT KpaiHe 3aTpyIHUTEIBHO;

5. Coburonaii CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyii equHuuHbIN HeratuB. OTHOPA30BbIE OCKOPOUTENbHBIE COOOIICHUS
JTydine urHopupoBath. OOBIYHO arpeccusi MpeKpaaeTcss Ha Ha4albHOM CTaINu;

7.ban arpeccopa. B mporpaMmMax oOMEHa MTIHOBEHHBIMH COOOILLEHUSIMH, B
COLMAIBHBIX CETSX €CTh BO3MOXHOCTh OJIOKMPOBKH OTIPABKH COOOIICHUH
OTIpENIeICHHBIX aJIPECOB;

8. Ecinu ThI cBUieTENIb KNOCPOYIUIMHTA. TBOU ACHUCTBUS: BHICTYIIUTD TPOTHB
NpeCIIeI0BaTelIs, IIOKA3aTh €My, YTO €r0 JCHCTBUS OLICHUBAIOTCSI HEraTUBHO,
NOJUICP)KaTh JKEPTBY, KOTOPOH HYKHA IICUXOJIOTMYECKas IOMOIb, COOOIIUTh
B3pOCJIBIM O (paKTE arpECCHBHOTO MOBE/ICHUS B CETH.

MoOunbHBIH TenehOoH

CoBpeMeHHbIe cMapTHOHBI U TJIAHIIETHI COAEPIKAT B c€OE BIIOJIHE B3POCIBIN
(GyHKIIMOHAJ, U TeNEepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU
komnbroTepamu. OHAKO, CPEACTB 3alIUTHI JUIsl MOJOOHBIX YCTPOMCTB MOKAa OYEHBb
MaJo.

TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX ITPOUCXOJUT HE TaK MHTEHCUBHO, KaK JUIs
I1K, To ke camoe KacaeTcs U MOOMIIbHBIX MTPUIIOKEHUH.

CoBpeMeHHbIE MOOUIIBHBIE Opay3ephl y)Ke MPAaKTUYEeCKU JOTHAJIN HACTOJIbHBIE
aHaJIOTH, OJIHAKO pacHIMpeHne PyHKIIMOHAIA BIIEUET 3a COO0M OOJBIITYIO CIOKHOCTh U
MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIIEHUS, 3aKPBIBAIOIINE KPUTHUYECKHE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 1151 0€30aCHOCTH MOOMIIBHOTO TenedoHa:

Huuero He siBisiercss mo-HactosuieMy OecIlaTHBIM. Bynb OCTOpOXkeH, Belb KOrjaa
Tebe mpeyiaraloT OeCIUIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IUTAaTHBIE YCIIYTH;

Jymait, npexae yem otnpaButh SMS, hoTo niu Buneo. Thl TOUHO 3HAEIIb, I/I€ OHU
OyIyT B KOHEUHOM HTOTEe?

Heo0xo1umMo 0OHOBIISATH ONEPALIMOHHYIO CUCTEMY TBOETro cMapT(hoHa;

Hcnonbk3yit aHTUBHPYCHBIE POTPaMMBbl JJ11 MOOUJIBHBIX TeJe(OHOB;

He 3arpy:xaii mpuiio’keHusi 0T HEU3BECTHOTO HCTOUYHHKA, BEJIb OHU MOTYT COJIEPKATh
BPEIOHOCHOE MPOrpaMMHOE 00ecIieUeHue;



[Toce Toro Kak ThI BBIWIEIIL C CaiiTa, Iie BBOAWI JUIHYIO HHGOPMAIIUIO, 32l B
HaCTPOUKHU Opay3epa U ynaiau cookies;

ITeproanuecku MpoBepsi, KAKUE IUIATHBIE YCIYTH aKTUBUPOBaHbI HA TBOEM HOMEPE;
JaBaii cBOii HOMEp MOOMIIBHOTO TeleoHa TOJIBKO JIIOJIM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpsICLIb;

Bluetooth momxen ObITH BBIKIIOUEH, KOTJa Thl MM HE moib3yembcs. He 3a0biBait
MHOT A IPOBEPATH ITO.

Online urpet
CoBpeMeHHBIE OHJIANH-UIPHI - 3TO KPACOYHbBIC, 3aXBATHIBAIOIINEC PA3BICUCHUS,

OOBEAMHSIIONINE COTHH THICSY YEJIOBEK MO BceMy MUpY. Mrpoku HCCIeayoT JaHHBIN
UM MUD, OOIIAOTCS IPYT C IPYTOM, BBIIOTHSIIOT 3aIaHUS, CPAKAIOTCS C MOHCTPAMH U
MOJTY4YalOT OIBIT. 3@ YAOBOJIBCTBUE OHU TUIATAT: OKYIAIOT JUCK, OIIAYUBAIOT
a0OHEMEHT I IPUOOPETAIOT KAKUE-TO OTIIIHH.

Bce aTH cpeicTBa MAyT Ha MOJICPKAHKE U PAa3BUTUE MIPHI, @ TAK)KE HA CaMy
0€30IaCHOCTh: COBEPIICHCTBYIOTCSI CHUCTEMbI aBTOPH3AIMU, BBIMYCKAIOTCS HOBBIC
natyy (MU POBBIC 3aIUTATKHU JIJIS IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 110100HBIX UIPax CTOUT OIAcaThCsl HE CTOJBLKO CBOMX COIEPHHKOB, CKOJIBKO KPaKU
TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AINU OOJIBIIMHCTBA UTP.

OcCHOBHBIE COBETHI IO O€30MTACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecom pgpyroii urpok Bemer cels IUIOXO MM CO3[aeT TeOe HENpPUSITHOCTH,
3a0JIOKHPYi €ro B CIUCKE UTPOKOB;

2. [oxanyiics aAMMHUCTPATOPaM UIPHI HA MJIOXO0€ MOBEACHUE ITOTO UTPOKA,
JKENaTeJIbHO MPUJIOKUTh KAKHUE-TO JI0KA3aTEIbCTBA B BUJE CKPUHOB;

3. He ykasbiBail nuunyto nHpopmaiuio B podaiine urpsl;

4. YBaxkall Ipyrux y4acTHHKOB IO UTPE;

5. He ycranaBnuBaii Heo(uimaabHbIe TATYU U MO/IBI;

6. Vcrionb3yii cl10KHBIE U Pa3HbBIE TAPOIIH;

7. Jlaxxe BO BpeMsi UTPbI HE CTOUT OTKJIIOYaTh aHTUBHUpYC. [1oKka Thl urpaenib, TBOi
KOMITBKOTEP MOTYT 3apa3uTh.

DUIIMHT WK KpaXka TUYHBIX JaHHBIX
OOBIYHOM Kpameﬁ ACHET U JOKYMCHTOB CCTOAHA YK€ HUKOI'O HE YIUBHUIb, HO C

pa3sBUTHEM UHTEPHET-TEXHOJIOTMHA 37I0YMBIIUIEHHUKH IEPEMECTUIINCH B MHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS "TIOOUMBIM" 1€TIOM.

Tak nosiBi1ach HOBasi yrpo3a: UHTEPHET-MOIIEHHUYECTBA WK (DUILLIUHT, TJIaBHAs 1eJb
KOTOPOT'0 COCTOUT B MOJMYYEHHH KOH(PHIEHIIMAIBHBIX JaHHBIX M0JIb30BaTeNeH -
jJoruHoB U maposeil. Ha anrmmiickom s3pike phishing uurtaercss xak ¢umuHr (ot
fishing - peiOHas noBis1, password - mapos).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cniequ 3a cBouM akkayHTOM. Eciiu ThI o/103peBaelilb, 4TO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOX0IMMO 3a0JIOKHPOBATh €€ i COOOIINUTh aIMUHUCTPATOPaM pecypca
00 9TOM KaK MOKHO CKOpee;

2. Vcrionb3yit Ge30macHbIe BeO-CAThI, B TOM YHCIIE, HHTEPHET-Mara3nHoB U
TIOUCKOBBIX CHCTEM;

3. Ucrionb3yit cnoxHble U pa3Hble mapoin. TakuM o0pa3om, ecin TeOst B3IOMAIOT, TO



370YMBIIIJICHHUKHN MOTYy4aT JOCTYII TOJIBKO K OJHOMY TBOEMY MPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnu 1ebs B3MOMaiHM, TO HEOOXOAWMO TPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE T0OABJIEHBI y TE€OsI B APY3bsAX, O TOM, YTO T€Os B3JIOMAIU M, BO3MOXHO, OT
TBOETO UMEHH OY/IET PAacChLIATHCS CIIaM M CCHUIKU Ha (DUIMHTOBBIC CANTHI;

5. Ycranosu HanexHbli naposs (PIN) Ha MOOMIBHBIN TenedoH;

6. OTkiIrI0uM cCoXpaHeHue mapoJsi B Opaysepe;

7. He oTkpbIBaii Gaiiinbl U Apyrue BIOKEHUS B MUCbMaX, JTaKe €CIIM OHU MPUIILIH OT
TBOUX Apy3el. JlydIe yrouyHy y HUX, OTIPABIISIIN JIM OHHU TeOe 3T (ailibl.

Lludposas penyranus
[udposas permyTanus - 5T0 HETaTUBHAS WA NO3UTUBHAS MH(OpPMAIIHS B CETH O Tebe.

Komnpomerupyromas napopmarus, pa3mMenieHHas B UHTEPHETE, MOXKET CEPhe3HBIM
00pa3oM OTpa3uThecs HAa TBOEH peanbHoi xku3Hu. "Ludposas penyramus" - 310 TBOM
UMUK, KOTOPBIH popmupyetcs n3 nHpopmanuu o Ted0e B MHTEpHETE.

TBoe MecTo KUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOCHHOCTH
XapakTepa M pacckasbl O OJU3KUX - BCE 3TO HAKAIUIMBAECTCS B CETH.

MHorue noapocTKU JErKOMBICIIEHHO OTHOCATCS K IyOJIMKAIMK JIMYHOM MH(pOpMaLuu
B VHTrepHere, HE NOHMMAas BO3MOXHBIX IIOCIECACTBHM. Thl Jaxe HE CMOXKEIIb
JorafiaThCst O TOM, 4TO Qororpadus, pasMenieHHas 5 JET Ha3ajl, cTaja MPUYINHOU
OTKa3a NPHUHATH TeOsI Ha padoTy.

KommenTapuu, pazmemienie TBoux Gororpaduii u qpyrue 1eiHCTBUS MOTYT He
MCYE3HYTh Ja)Ke I0CIE TOro, KaK Thl UX yAalullb. Thl HE 3Haellb, KTO COXPAHUI 3Ty
UH(OpMalLIKIO, IONaJIa JIM OHA B TIOMCKOBBIE CUCTEMBI U COXPaHUJIACh JIM OHA, a
[JIABHOE: YTO MOAYMAIOT O TeOe OKpY’KaloIIKe JI0IU, KOTOPbIe HAWIYT U YBUIAT 3TO.
Haiftu uHpOpManuio MHOro JeT CHOYCTS CMOXET JIIo0OW - Kak M3 J00pbIX
noOyX/1eHul, TaKk ¥ ¢ HAMEPEHUEM MPUUYUHUTH Bpe. ITO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aLIUTE HU(PPOBON pemyTaiuu:

1. Iloxymaii, mpexe yeM 4To-TO MyOJIMKOBATh U NepeaBaTh y ceOs B Oiore Ui B
COIIMATLHOM CETH,

2. B Hactpoiikax npoduis ycTaHOBU OTpaHUYEHHUs HA MPOCMOTP TBOEro Mpoduiis 1
€ro COJEPKUMOT0, CAENal €ro TOJIbKO "uIst Ipy3en';

3. He pasmemaii m He ykasbiBail HMH(OpMAIUIO, KOTOpas MOXET KOro-inbo
OCKOpOIIATH WM OOMXKATh.

ABTOpPCKOE TIpaBo

CoBpeMeHHbIE MKOJIbHUKHU - AKTUBHBIE TI0JIb30BaTENN HU(POBOrO MPOCTPAHCTRA.
OngHako Janeko HE BCE 3HAKT, 4YTO IIOJIb30BAHWE MHOTMMH BO3MOYKHOCTSIMU
(ppoBOro Mupa TpedyeT CoOII0IEHHS MTPaB Ha MHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.
TepMmuH "HHTEIEKTyalbHasi COOCTBEHHOCTB" OTHOCHUTCS K Pa3JIMYHBIM TBOPEHUAM
4eJI0BEYECKOr0 yMa, HaUMHasl C HOBBIX U300pETEeHUH U 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTB Ha MPOAYKTHI U YCIIYTH, U 3aKaHYMBasi KHUTamMu, potorpadusmu,
KMHOQUIbMAMH U MY3bIKAJIbHBIMH MPOU3BEACHUSIMH.

ABTOpCcKHE TIpaBa - JTO IIpaBa Ha HHTEIUIEKTyaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEJICHNS HAYKH, JIUTEpPaTypbl U HCKyCcCTBAa. ABTOPCKHE IIpaBa BBICTYNAKOT B
KauyecTBE rapaHTUU TOTO, YTO MHTEJUIEKTYaJIbHbIN/TBOpUYECKHI TPy aBTOpa HEe Oyner
HAIpacHbIM, JacT €My CIIpaBeUIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yjbTaTax
CBOETO TpPy/Ja, MOJIYYUTh W3BECTHOCTH M MpHu3HaHue. HukTo 6e3 paspemieHus aBTopa



HE MOXXET BOCHPOHM3BOJIUTH €ro IPOU3BEACHUE, pPaCIpOCTPaHATh, IyOJINYHO
JI€MOHCTPUPOBATh, MpPOJaBaTh, HMMIIOPTUPOBAaTh, IyCKaTh B IPOKaT, IMyOIMYHO
UCTIOJIHATS, IOKA3bIBATH/UCIIOIHTD B AHpe Wi pa3memiaTts B IHTepHeTe.
Hcnonb3oBanue "mupaTcKoro” mporpaMMHOTO 00eCIieueHUsI MOXKET IPUBECTH K
MHOTHM PHCKaM: OT MOTEPU JAHHBIX K TBOUM aKKayHTaM J0 OJOKMPOBKH TBOETO
YCTPOMCTBa, I YCTAaHOBJIEHA HelerajgbHas mporpamMma. He ctouT Taxke 3a0bIBath,
YTO CYILECTBYIOT JIETajlbHble M OecIlIaTHblE IPOrpaMMbl, KOTOPbIE MOXXHO HalTH B
CETH.

O noprane
CereBu4oK.p( - TBOI TJIABHBIN COBETYHK B CETU. 3/IECh Thl MOXKEIIb Y3HATH O

0€30MaCHOCTH B CETU IOHATHBIM U JJOCTYIHBIM SI3bIKOM, a IIPU BOSHUKHOBEHUU
KPUTHYECKON CUTYalluu OOpaTUTHCS 32 COBETOM. A TakKe IPUHSTH y4acTUE B
KOHKYPCax M CTaThb CaMbIM HHU(POBBIM IpaxkJaHHHOM!



